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“Best End-to-End eDiscovery Provider” —National Law Journal

CDS delivers a comprehensive and rigorous approach to protecting your data.

→ CDS applies leading-edge technology, experienced staff, and expertly-designed processes to keep our 
clients’ data safe. Independently audited on a full range of controls covering end-to-end data management, 
CDS’s infrastructure has achieved all major security certifications and provides a level of resiliency found 
only in the largest enterprise organizations. With hosting services in New York, Washington, DC, Chicago, 
and London, CDS provides international coverage for secure, scalable eDiscovery.

End-to-end security protocols at every 
point in the eDiscovery process

 ■ Encryption at Rest: CDS encrypts client data with a state of 
the art FIPS 140-2 up to Level 3 enterprise key manager, for 
centralized key and policy management across multiple sites. 
CDS encryption helps achieve compliance with a variety of 
regulations that require encryption of data including, but not 
limited to, credit card numbers for Payment Card Industry 
Data Security Standard (PCI DSS) compliance, Personally 
Identifiable Information (PII) to comply with state data 
breach and data privacy laws, and Electronic Patient Health 
Information (EPHI) in accordance with HIPAA.

 ■ Infrastructure: In addition to offering speed and scalability, 
CDS’ infrastructure is designed to keep client data private. 
Information is always stored on the most up-to-date servers 
running software that is monitored and tested to ensure data 
is protected. CDS employs multiple safeguards against data 
breaches that go beyond traditional anti-virus and firewalls. 

 ■ Dedicated SQL Instances: Once logged onto CDS’ Discovery 
platform, users have access only to the dedicated SQL 
database in which they are working. Client data is never 
comingled on CDS servers, creating an additional layer of 
security. 

 ■ Trained Personnel: CDS’ security extends beyond the 
protection of servers and includes our personnel who are 
trained in the proper handling of client data. Not only are 
our data centers physically secure, but regular audits are 
performed to ensure that personnel handle information via 
rigorous protocols down to the workstation level.

 ■ User Authentication: End user authentication is included in 
the CDS cloud eDiscovery platform. Security questions, multi-
factor authentication, and other easy-to-use technologies are 
deployed to make sure that only intended parties have access 
to sensitive material entrusted to CDS.

CDS has passed and keeps current the most demanding 
third party certifications. These benchmarks show that 
CDS’ processes and hosting are thoroughly scrutinized and 
on par with some of the most sophisticated corporations in 
the world.

ISO 27001

CDS currently passes each of more than 100 controls included 
in the ISO 27001 guidelines for data security. ISO 27001 
is a globally recognized standard for the establishment 
and certification of an information security management 
system (ISMS). This standard specifies the requirements for 
establishing, implementing, operating, monitoring, reviewing, 
maintaining, and improving a documented ISMS policy within 
the context of the organization’s overall business risks.

Type 2 SOC 2

CDS’ Type 2 SOC 2 audit means that we are fully examined on 
three Trust Services principles outlined by the AICPA: security, 
availability, and confidentiality of data. CDS’ Type 2 SOC 2 
audit is comprehensive and examines all elements of the data 
environment from technology through to people, processes, and 
procedures surrounding the handling of data.

HIPAA and PII

Personally Identifiable Information (PII) and Protected Health 
Information (PHI) are the most sensitive forms of data, and 
must be managed with the highest standard of security. CDS’ 
certified, secure hosted eDiscovery and its office facilities 
are fully compliant with HIPAA so clients are assured that 
any PII and PHI stored on our servers and facilities are being 
systematically protected.
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